CYBERSECURITY RESEARCH AND TRAINING FOR POWER DISTRIBUTION GRIDS: A BLUEPRINT

MOTIVATION

ONGOING DIGITALIZATION IN POWER GRIDS

» Increased susceptibility to cyberattacks

» Especially relevant for power distribution grids
Heterogenous environment
Direct interaction with prosumers | $

ATTACK PREVENTION AND REACTION MECHANISMS
» Potentially disastrous consequences

Physical interactions increase complexity

» Required: Sophisticated research
and training environment

Covering power grid and ICT
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EARLY RESULTS

Testbed Command Realization Delay

CYBERSECURITY RESEARCH AND TRAINING ARCHITECTURE
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ICT EMULATION FEASIBLE FOR CURRENT SYSTEMS

» Less than 65 MiB RAM per RTU
» Mininet evaluation promises sufficient scalability
Hundreds of switches and hosts
» Architecture currently under advanced

evaluation

Low LATENCY FOR POWER GRID SIMULATION

» Power flow computations take a few milliseconds
About 20 ms for a 70 bus grid

» Influence of grid structure and size under

active evaluation
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OUTLOOK

FULL IMPLEMENTATION
» Docker containers

» Scalable and distributed
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PERFORMANCE EVALUATION

» Communication network
scalability & throughput

multi-host setup

» Real-time capabilities
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CO-SIMULATION FRAMEWORK

» Network emulation
(Mininet + Open vSwitch)

» Power grid simulation
(Pandapower)

» Dedicated coordination & -\

¢

REALISTIC NETWORKING
» Virtual links and interfaces

» Realistic traffic and protocols
(e.g., IEC 60870-5-104)

» RTUs, MTUs, switches,
routers, control center,
monitoring, attackers, ...
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ADDITIONAL USE CASES

» Real-world intrusion detection
systems

» Attacker scenarios
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VALIDATION OF REALISM

» Validate against physical
distribution grid
» lterative improvements
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